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Corporate Risk Management Report 

PURPOSE OF REPORT/SUMMARY: 
The Corporate Risk Management Report provides members with an overview of the 
current position of the corporate risk register. 

KEY ISSUES: 
As part of the review of the corporate strategic and operational risks, the Executive 
Leadership Team reassessed risk R6 (Data Management) and risk R19 
(Cybersecurity). These risks, previously discussed with members in March, have 
now been confirmed as two distinct risks to be included within the register.  

R6 Data Management New score 16 

R19 Cybersecurity New score 12 

It has also been agreed to remove risks R8 Reputation Management and R14 Cost 
of living from the corporate risk register. 

OPTIONS CONSIDERED: 
Not applicable. 

RECOMMENDATIONS: 
Members are requested to note the update to the corporate risk register. 

REASONS FOR RECOMMENDATIONS: 

In order to ensure the council meets its statutory obligations to ensure that it has 
'effective arrangements in place for the management of risk'.   



  
   
1   Introduction 

1.1 The Risk Management Policy and Strategy covering this reporting period was 
reviewed by Audit Committee and Cabinet prior to Full Council approval in 
January 2026.  

1.2 The Terms of Reference for the Audit Committee include responsibility for 
monitoring the management of risk.  

1.3 This update provides information about a variety of matters in the council’s risk 
environment. 

2 Review of the corporate risk register 

2.1 This report presents the current status of the council’s strategic and operational 
risks as of June 2026. These overarching risks that may affect the strategic 
direction of the council have been reviewed and updated by the Executive 
Leadership Team. 

2.2 Following the service restructure in April, risk ownership has been updated to 
reflect the realignment of service areas across the Executive Leadership Team. 

Executive Leadership Team Risks relating to 
Chief Executive Officer Devolution 

Deputy Chief Executive  
& Section 151 Officer Finance, Environment, Planning and Property 

Chief of Staff  
& Monitoring Officer 

Corporate Services, Health, Wellbeing,  
Public Protection, LGR, Legal, Governance, 
Democratic and Electoral services 

Chief Operating Officer Regeneration, Housing, Place, Operations, 
Commercial, Leisure and Culture 

 
2.3 A summary of the key changes: 
 

a. R6 Data Management - Risk of deliberate or unintentional loss/disclosure of 
personal, sensitive, confidential or business critical information or breach of 
information governance legislation. R6 was reviewed as a new distinct risk 
with a score of 16, an increase from 12 as previously reported. 
 
The Information Governance Leads for each service area have been 
allocated and this virtual group will now be working across governance 
initiatives for their service areas to improve the control environment.  

 
 The Record of Processing Activity and Information Asset Registers are being 

compiled for all service areas to ensure that we meet our legal requirement 
under UK GDPR legislation.  Mandatory Data Protection training has been 
rolled out on the corporate Learning Management System for all staff, and 
training is being developed for members. There has been work on work on 
VEEAM (for data storage management), with a view to this improving our 
Disaster Recovery capability.  

 
 



b. R19 Cybersecurity – Failure to protect the council’s systems, networks and 
digital services from cyber threats, leading to unauthorised access, 
disruption, or compromise of systems and data. R19 was reviewed as a new 
distinct risk with a score of 12.
The council continues to strengthen cybersecurity with enhanced monitoring 
across systems, and the installation of technology that continuously views 
suspicious activity providing 24/7 expert oversight to quickly identify and 
respond to potential threats.

c. R8 Reputation Management  – Reputation is managed indirectly through 
strengthening governance and behaviours, and is inherent in the way we 
manage and consider all risks on the register. Therefore, this is embedded in 
other risk categories and will be removed from the register.

d. R14 Cost of Living – Whilst the impact of cost of living pressures on 
communities and business have not diminished, the work of the council to 
support residents is established within teams. Responsibility for delivering the 
new Crisis Resilience Fund (formerly Household Support Fund) is with 
Norfolk County Council, and as no funds are being distributed via the council 
this risk will be removed from the register. Any relevant action from a 
corporate perspective is covered under corporate risk R1 Financial 
Sustainability.

e. R20 St James Swimming pool closure - A new strategic risk concerning 
the potential unplanned closure of the St James Swimming Pool has been 
identified, driven by structural viability and operational continuity concerns, 
as well as project alignment timescales for a decision on the new Aquatic 
Centre progression at Lynnsport. This risk is currently being developed and 
evaluated, and a full assessment will be integrated into the next corporate 
reporting cycle scheduled for August 2026.

2.4 The Council’s risk scoring mechanism is based on a 5x5 matrix and is 
comparable with best practice in other similar organisations. The risk matrix 
provides a comprehensive assessment and understanding of risk likelihood and 
impact. The matrix results in a numerical score that combines the impact of the 
risk occurring with the likelihood of it happening.  



3 Corporate Priorities 

3.1 The Corporate Risk Register is aligned with the Corporate Strategy 2023-2027 
agreed in November 2023, and the 2025-2027 Action Plan adopted in July 2025. 

4 Policy Implications 

4.1 The updated register reflects emerging policy development related to Local 
Government Reorganisation and Devolution. 

5 Financial Implications 

5.1 The Corporate Risk Register is designed to assist senior management to identify 
and manage any financial implications identified through normal operations. 

6 Personnel Implications 

6.1 None. 

7 Statutory Considerations 

7.1 Account and Audit Regulations 2015 - s3(c) and the Accounts and Audit 
(Amendment) Regulations 2024. The council must ensure that it has 'effective 
arrangements for the management of risk'. 

8 Equality Opportunity Considerations 

8.1 

2.5 An updated strategic and operational risk summary is available at Appendix A, 
providing members with an overview of the corporate risk register. 
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10 Environmental Implications 

10.1 The risk register includes a number of climate change and environmental risks 
such as risks R5 - Continuity of service and R10 - Climate change mitigation and 
adaptation. 

11 Recommendations 

11.1 Members are requested to note the report. 

12 Declarations of Interest / Dispensations Granted 

12.1 None. 

9 

9.1 The council has in place a Risk Management Policy and Strategy. 

9.2 The Corporate Risk Register records high level risks which pose a threat or 
opportunity to the council’s objectives.  It is a tool used by Corporate Leadership 
Team to help manage risk across the authority and is a key document within the 
governance controls applied within the council. 

Risk Management Implications 



2026-2027 Corporate Risk Register      Appendix A 

Strategic Risk Summary  

Ref Risk title and description Risk Owner 
Target 
Risk 
Score 

Previous 
Risk 
Score 

Current 
Risk 
Score 

Risk 
Direction 

R1 Financial sustainability 
Inability to manage the council finances and mitigate reduced financial resilience as government funding 
reduces and demand increases. 

M Drewery 12 20 20 

R2 
Significant programmes/projects 
Impact on the delivery of council services caused by the failure of a major programme or project. A major 
programme/project being any project that can cause significant financial, legal, reputational or compliance 
issues or prevent the council from delivering a strategic priority or key objective. 

E Kavanagh 6 12 12 

R3 
Facilitating and enabling growth 
The inability of the council to facilitate and enable the market to deliver the council's growth agenda. This 
failure may reduce investment in infrastructure, inward investment, job opportunities, new housing and 
commercial development therefore impacting on communities and businesses. 

E Kavanagh 9 12 12 

R8 
Reputation management 
The risk that the council’s reputation is damaged by major service failure, failure to respond to a significant 
incident(s), governance issues, dispute with a key partner, failure to deliver the corporate strategy. 

E Hodds REMOVE 

R10 
Climate change mitigation and adaptation 
Inability to mitigate and adapt to climate change - increased coastal erosion and flooding and failure to meet 
net zero target with consequent reputational issues. 

M Drewery 9 12 12 

R15 
Devolution 
Impact of the Devolution process, particularly on access to investment / support, and ability to have a 
meaningful role in shaping the new Strategic Authority. 

K Blakemore 12 On hold On hold 

R16 

Local Government Reorganisation 
Impact of Local Government Reorganisation, particularly capacity, ability to deliver “business as usual” 
services, staff recruitment and retention, resource availability and ability to take long-term decisions.  The 
long-term impact of implementing Local Government Reorganisation which could result in reductions in 
service and service standards for residents and businesses. 

E Hodds 12 20 20 

Operational Risk Summary 

Ref Risk title and description Risk Owner 
Target 
Risk 
Score 

Previous 
Risk 
Score 

Current 
Risk 
Score 

Risk 
Direction 

R4 

Community Cohesion 
The risk that some communities within the borough could feel excluded, disengaged or unable to access 
available services and opportunities including, rural, deprived, minority and vulnerable communities and 
local businesses etc. Services and opportunities to include health, wellbeing, early intervention and 
prevention. Immediate and longer term economic and societal impact of a global pandemic on BCKLWN 
communities. 

E Hodds 12 20 20 



Ref Risk title and description Risk Owner 
Target 
Risk 
Score 

Previous 
Risk 
Score 

Current 
Risk 
Score 

Risk 
Direction 

R5 

Continuity of service 
The council’s inability to effectively respond to a major emergency and maintain that response without 
affecting essential day to day service delivery. The risk is to both the council as a business continuity issue 
and to our vulnerable communities. 

M Drewery 6 12 12 

 

R6 
Data management  
Risk of deliberate or unintentional loss/disclosure of personal, sensitive, confidential or business critical 
information or breach of information governance legislation. 

E Hodds 8 12 16 
 

R7 

Corporate Governance 
The risk of failures in systems of governance within the council, within council owned/influenced 
organisations and partnerships and other collaboration arrangements, leading to governance issues, fraud 
and corruption, failures in management systems, poor policy and decision making. 

E Hodds 6 12 12 
 

R9 

Organisational change 
Ensuring that the council, its members and its workforce have the skills, resources, ability and capacity to 
adequately respond to current and future organisational change meaning the council is able to deliver its 
services in the most efficient and effective manner. 

E Hodds 6 12 12 
 

R11 
Statutory compliance 
Risk of failing to implement and maintain statutory compliance management systems. E.g. health and 
safety, service related legal obligations 

E Hodds 6 12 12  

R12 
Council owned companies 
Managing performance, finances, liabilities and the relationship between the Council and its wholly owned 
companies in accordance with the governance agreements. 

E Hodds 6 8 8 
 

R13 
Contract/Supply failure 
Managing contracts with key suppliers to ensure the continued delivery of an effective service and ensure 
delivery of the council’s priorities and objectives. 

M Drewery 6 12 12 
 

R14 

Cost of living 
The cost of living crisis caused by rapidly rising inflation (energy, food, household items, etc) and interest 
rates may result in more families and households experiencing poverty and unemployment, which may lead 
to increased levels of service demand on the Council and place additional pressure on front-line services, 
staff and councillors. 

E Hodds REMOVE 

R17 

H&S Compliance of Property Assets  
Non-compliance could result in service disruption, increased costs, or risk to staff and public safety. The 
council must demonstrate compliance in the property portfolio across all the council’s property assets 
irrespective of service area for the core H&S areas: fire, gas, legionella, lifts, asbestos, electrical testing 
(fixed and PAT). This also needs to include vacant properties, green space and partnership working. 

M Drewery 9 12 12 

 

R18 
Hunstanton sea defences 
Significant capital works are required to be undertaken to the Hunstanton sea defences to maintain the 
existing flood defences to prevent failure 

M Drewery 6 20 20 
 

R19 
Cybersecurity 
Failure to protect the council’s systems, networks and digital services from cyber threats, leading to 
unauthorised access, disruption, or compromise of systems and data. 

E Hodds 12  12 
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High 
15-25 

Risks scored at this level represent a high threat to the delivery of council objectives and service delivery and should be 
treated as a priority, action is required to reduce the rating to a score within tolerance or removed. Reporting on progress 
will be required to CLT/ Audit Committee/Cabinet until risk level is reduced to tolerance. 

Medium 
10-12 

Risks scored at this level represent a medium threat to the delivery of council objectives and service delivery, proportionate 
mitigation and regular monitoring required. These risks can be managed at operational/service level but regular 
management review of assurance on control effectiveness should occur. Routine reviews should also be carried out to 
ensure there is no change. 

Low 
5-9 

Risks scored at this level represent a low threat to the delivery of council objectives and service delivery. Review required to 
ensure risk score does not change/increase, however these risks can be managed operational/service level. 

Very Low 
0-4 

Risks scored at this level represent an insignificant threat to the delivery of council objectives and service delivery. No 
further action is required. 
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